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ABSTRACT

Decentralized Identity is based on the concept of self-sovereign identity, in which holders manage and provide their own
credentials. However, a procedure is required to obtain credentials from issuers, and there is a risk of mess personal
information leaking due to negligence of the issuers. In this paper, we propose a peer decentralized identity system based on
Peer DID technology that allows only participants to verify their identity in 1:1 or 1:N small groups by matching the holder
with the issuer. It is directly connected to a mobile device using short-range wireless communications such as bluetooth, and
the holders create and provide their own credentials in person to the other party, thus fully realizing the self-sovereignty
identity. The proposed system can simplify the identification process, improve security and privacy, and reduce costs.
Furthermore, an extended architecture is possible to connect the proposed system and the distributed ledger to identify users
in other domains. In the future, based on various technologies, it is also necessary to expand research on identity systems
that can be utilized for human-to-thing and things-to-things authentication.
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Fig. 1. Basic DID Model of W3C (9)
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Table 1. Core Properties of DID document (11)

Group Property Required
id ves

Identifiers alsoKnownAs no
controller no

Verification . .

Methods verificationMethod no
authentication no
assertionMethod no

Verification KevAareoment o

Relationships yAE
capabilityInvocation no
capabilityDelegation no

Services service no
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Fig. 4. Composition of a peer DID value (15)
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Table 2. Properties of Peer DID document (15)

Property sub-value

*sub-value : id, type,

verificationMethod controller, publicKey

- includes keys that only

authentication
references are allowed

- governs how DID docs
are updated and DIDComm
trust flows
*sub-value :

authorization

profiles, rules

- includes serviceEndpoint
service *sub-value : 1id, type,
serviceEndpoint

= s

Acme Bob
pairwise DID pairwise DID
Adid@A:B : Bdid@A:B
resolve register, register, resolve

B.did@A:B update update A.did@A:B

B.diddoc@A:B « Adiddoc@A:B
(from Bob) (from Acme)

Fig. 5. Identity Flow using Peer DID (16)
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Fig. 6. Exchange process of Peer DID & Peer
DID document (10)
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Table 4. Security Requirements for Security
Threats for the Proposed System
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